Data Protection

We adhere and aim to fulfil our obligations under the General Data Protection Regulation (GDPR)
2016 to the fullest extent. This policy sets out our commitment to protecting personal data and
how that commitment is implemented in respect of the collecting, processing, using, storing and
sharing of personal data. This policy protects employees, children and their families against the
misuse of personal data and covers both hardcopy and electronic records.

Our Manager / Deputy is responsible for ensuring all our staff comply with the GDPR.

We are registered with the Information Commissioners Office (ICO). We are aware that data
protection legislation applies equally to children and staff. Article 5 of the GDPR sets out the
principles that we work to:

» Data must be processed fairly and lawfully and in a transparent manner.

» Data must only be obtained and processed for specific and lawful purposes.

+ Data must be adequate, relevant and not excessive (limited to what is necessary).

* Data must be accurate and kept up to date.

» Data must be held securely.

» Data must not be kept for longer than necessary.

We use the GDPR rights for individuals:
* The right to be informed.
* The right of access.
* The right to rectification.
* The right to erasure.
* The right to restrict processing.
* The right to data portability.
* The right to object.

Rights in relation to automated decision-making and profiling.

All senior staff members have an awareness of GDPR and are aware of their responsibilities in
collecting, using and sharing data.

We have a process in place to record any data breaches and a form for reporting breaches to the
ICO and any investigations.

We have a register in place to record the different types of information and documentation that we
hold. This is updated regularly.

Procedures applicable to information held about children

* A child’s educational record will be disclosed to their parent / carer on submission of a
written request. Requests will only be refused if it is obvious the requester does not
understand what they are asking for, or if disclosure is likely to cause them or anyone else
serious physical or mental harm.

* A child’s educational record will be made available as soon as possible when requested.
When a child moves to a new school, a completed Transition Record relating to the child
will be sent to the new school. This includes copies of reports and any personal education
plans.

» Paper files are stored within the nursery and not take off the premises other that for
meeting purposes.

* Computers within the provision are kept secure with a password. Information that is shared
is done securely using a secure email system or password protection of the document. If
not initials are used rather than full names.



Procedures applicable to information held about staff:

* A copy of staff member’s personal data is checked with each member of staff during their
supervisions twice a year.

* Members of staff are required to check this information carefully and inform their manager /
deputy during the meeting if they believe that anything is inaccurate or untrue, or if they are
dissatisfied with the information in any way.

» Purposes for which Personal Data may be held

Personal data relating to employees may be collected primarily for the purposes of:

* Recruitment, promotion, training, redeployment and/ or career development

* Administration and payment of wages

» Calculation of certain benefits including pensions

» Disciplinary for performance management purposes

» Staff Supervision review

* Recording of communication with employees and their representatives

» Compliance with legislation

* Provision of references to finance institutions, to facilitate entry onto educational courses
and/or to assist future potential employers

» Staffing levels and career planning

We considers that the following personal data falls within the categories set out above:

* Personal details including name, address, age, status qualifications. Where specific
monitoring systems are in place, ethnic origin and nationally will also be deemed as
relevant

* References

* Emergency contact details

* Notes on discussions between management and the employee

» Supervision documentation and documents relating to grievances, discipline, promotion,
demotion or termination of employment

» Salary, benefits and bank/building society details

* Absence and sickness information

« Personal data must not be disclosed, either within or outside the company, to any
unauthorised recipient

* Personal data must only be used for one or more of the purposes specified in this policy

» Company documents may only be used in accordance statement within each document
stating its intended use

* Provided that the identification of the individual employee is not disclosed, summative or
statistical information may be used to respond to any legitimate internal or external
requests for data (e.g. surveys, staffing level figures)

Disclosure of Personal Data

Personal data may only be disclosed outside the Company with the employee’s written consent,
where disclosure is required by law or where there is immediate danger of the employee’s health.



Procedures applicable to any third parties that we are contracted with:

Organisations we have contracts with we ensure we have:
* Copies of documents from each contractor confirming their compliance with GDPR.
* Agreed safe sharing of information.
* Confidentiality agreements are in place.
* No information will be shared until the identification of the person making the request can
be verified through security questions, identity checks etc. All electronic data will be sent
via email through a secure encrypted platform.

Accuracy of Personal Data

In order to ensure staff individuals files are up to date, and so that the company is able to contact
the employee or, in the case of an emergency, another designated person, employees must notify
the nursery as soon as possible of any change in their personal details (e.g. change of name,
address, telephone number, next of kin details, criminal record or health etc).

Copies of personal records will be issued to all employees on an annual basis for the purpose of
ensuring the data is up to date and accurate. Employees will be entitled to amend any incorrect
details and these corrections will be made to the files held on the company’s information systems.
In some cases, documentary evidence, e.g., qualification certificates will be requested before any
changes are made.

Once completed, these records will be stored in the employee’s personal file.

Access to Personal Data (“Subject Access Requests”)
Employees have the right to access personal data held about them.
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