A PROTECTION REGULATION




What is the GDPR?

The General Data Protection Regulation, known as the GDPR, sets out
new rules on data protection and information security.

Why is it in the news now?

Our current data protection laws date back to 1998 and haven’t kept pace
with advances in technology and the way we use data now. So new rules
are coming in and they are in force from 25 May 2018.

Why is the GDPR important?

You handle personal information all the time when you are performing your
role as a Unite rep, especially information about members. By following
the rules in the GDPR you can make sure you are protecting members’
information as best as you can, and avoid any complaints or sanctions.

What is personal data?

The data protection rules apply to any information about a living
individual from which the individual can be identified. That includes
obvious things like name, date of birth, address, as well as less obvious
things like IP or email address.

The GDPR refers to all of this as ‘personal data’ and to the individual as
the ‘data subject’. If an individual can be identified, for example from their
membership number, the information still counts as personal data, even
if their name is not included.

| have heard the phrase “special category data”.
What is that?

Stricter rules apply for some kinds of particularly sensitive personal
information, and the GDPR calls these kinds of information special
categories of data or special category data. It includes information about
a person’s race, religion, politics, health, sex life or sexual orientation.

Importantly for you in your role, it also includes personal information
about trade union membership (or non-membership). That means that
a lot of the personal information you handle as a Unite rep is likely to
be special category data, because it reveals trade union membership,
and so you need to follow stricter rules to ensure extra protection of this
sensitive personal information.



e What is processing?

The GDPR applies to the “processing” of personal data electronically

and “processing” personal data manually (i.e. paper records) where this
forms part of a structured filing system (or it is intended to form part of a
structured filing system — i.e. documents that are waiting to be put on file).

The term “processing” is very wide under the GDPR. It essentially means
anything that is done to, or with, personal data (including collecting,
recording, storing, changing, deleting, using or sharing the data).

So accessing a membership database on your computer will be covered
and, so will, printing, using, amending or sending a copy of the database
or individual details from it.

@ Wnat do | have to do to comply with the GDPR?

The GDPR says you must only handle personal information lawfully
and fairly. It sets out some key principles which you have to follow
and in particular it requires that you only process data when you have
a lawful basis, i.e. a lawful reason for doing so.

You should make sure that you only handle data in line with the guidance
given in this document, and in line with Unite’s privacy policy and other
data protection and information security procedures.

Where can | find Unite’s privacy policy and
other procedures?

You can access a copy of Unite’s privacy policy at www.unitetheunion.org/
legal-information/privacypolicy. You should read this carefully and make
sure that the way you work is in line with the guidance in these documents.

Unite is in the process of reviewing all existing data processing activities

carried out by the Union. The existing privacy policy will be updated before
25th May 2018 and will continue to be reviewed and updated as necessary.
Further guidance will be provided once internal audits are complete.




e Do | need to have consent from the member or
individual for every use of personal data?

No. Consent is one lawful basis for processing data, but there are others.
If another lawful basis applies, you do not need consent. This means you
need to consider carefully which lawful basis or reason applies whenever
you use personal data, especially member data.

For ‘ordinary’ personal data, the GDPR gives six lawful basis for
processing, including consent. One of these reasons must apply to every
use of personal data.

For special categories of data, which includes any information about
an individual’s trade union membership or non-membership, an extra
condition must also apply.

However, for some information and some uses of information,
it is best to get consent every time, in particular:

P For any use of medical records or reports, you should always have consent
from the individual concerned and you should keep a record of this.

P For any disclosure of personal information outside the union (which
includes disclosure to the employer) you should always have consent
from the individual and you should keep a record of this.

@ What are the six lawful basis for processing
personal data?

You must have at least one lawful basis or justification for processing
whenever you handle or use personal data. The six possible lawful basis are:

(a) Consent: the individual has given clear consent for you to process
their personal data for a specific purpose.

(b) Contract: the processing is necessary for a contract you have with
the individual, or because they have asked you to take specific steps
before entering into a contract.

(c) Legal obligation: the processing is necessary for you to comply with
the law (not including contractual obligations).

(d) Vital interests: the processing is necessary to protect someone’s life.

(e) Public task: the processing is necessary for you to perform a task
in the public interest or for your official functions, and the task or
function has a clear basis in law.

(f) Legitimate interests: the processing is necessary for your legitimate
interests or the legitimate interests of a third party unless there is a
good reason to protect the individual’s personal data which overrides
those legitimate interests.



m What are the conditions for processing special
categories of data?

When you are handling special categories of data, which includes any
information revealing trade union membership or non-membership, you need
to have a lawful basis for processing (as set out in point 10) and in addition,
one of the conditions for processing special data must also apply.

There are 10 possible conditions for lawful processing of special
categories of data, one of which must apply in addition to one of the
lawful basis. The most important condition for you as a Unite rep is the
condition relating to the legitimate activities of a trade union.

There are also separate conditions regarding legal claims and legal
obligations in the field of employment law.

@ What is the legitimate activities’ condition for
processing special categories of data?

The legitimate activities condition allows you to process special
category data, including membership information, where:

P the processing is carried out in the course of a trade union’s legitimate
activities and

P the processing relates only to members or to former members of the
union and

P the personal data are not disclosed outside Unite without the consent
of the data subjects.

In other words, you can use the personal data of members and former
members in the course of Unite’s legitimate activities, provided you are
not disclosing any personal information outside Unite.

If your use of data falls within this, you do not need to obtain consent.
However, for some information and some uses of information, it is best to
get consent every time, see above.



@ What does GDPR mean for me as a Unite rep?

As a Unite rep, the GDPR means you can use the personal data of members
and former members for any of the union’s legitimate activities, provided that
you are not disclosing any personal information outside Unite.

You should still think carefully about your use of personal information
though. If you are using particularly sensitive information such as medical
reports or records, you should always obtain consent from the member.
Similarly, you should always obtain consent for any disclosure of
personal information outside the union.

You should also make sure you protect member information and
handle and store it safely and securely. There is more information
about this below.

@ What should | do if a member sends me a letter
from their GP that would help defend them in a
capability hearing, but they ask me not to share
this with the employer?

You should tell the member why you think it would help their case to
share the letter, but do not disclose this to the employer unless the
member agrees. If the member changes their mind, it is always best to
keep a written record of this — this could be an email from the member
or a note of a pre-meeting where you discussed this with them.

@ Does the GDPR mean | cannot obtain details
of the members in the workplace | represent?

You can obtain details of members from your Regional Officer or Branch
Secretary for your union work, but that information should not be passed
on, it should be held securely and kept up-to-date.

It is also OK for your employer to provide you with details of new joiners
in your workplace, as long as they provide you with details of all new
joiners, not just non-members.



@ | send my members information on issues like
pay negotiations and health and safety issues.
Can | still do that?

Yes, keeping members updated on the work the union is doing is part of
the legitimate activities of the union so you can still do this. You don’t need
to obtain consent to do this, provided you do not disclose any personal
information outside the union.

Q How should | store personal data of members?

If you keep hard copies of any member information such as membership
lists or personal case files, you should store these in a locked draw or
cabinet. Do not leave any papers out at home or at work when you are
not there and when they could be seen by others.

For emails and documents which you hold electronically, make sure you
keep them on a computer or an individual user account to which only you
have access, and which is password protected. You can password protect
individual documents as well. If you hold the only copy, make sure you
have arrangements in place to back up your data.

If you need advice on how to password protect a computer or an
individual document (like a membership list), you should contact your
Unite Regional IT Co-ordinator.

@ Can | use a work email address to correspond
with members?

In some workplaces, there may be facilities agreements permitting

use of work emails, in others reps won’t use the work email system for
communications with members. If you’re unsure about the practice in
your workplace, check with your Officer whether it’'s OK to use your work
email, and if you are using it, include the words Private and Confidential
in the subject line.

It is better to use a Unite email address when dealing with union issues,

if you can, or a private email address that only you can access. You should
not use a shared family email address for union matters, to make sure
members’ data is kept confidential. If you don’t have a union email address,
you can request one by contacting your Regional IT Co-ordinator.

If you are concerned, think about password protection, particularly of
sensitive documents.



@ Can | keep personal data (e.g. membership lists)?

Yes, you can keep any personal data which you need to carry out the
legitimate activities of your role as a Unite rep. You should ensure any
membership list you are using is kept up-to-date.

If you are asking an individual member to provide you with their personal
information, for example for you to help them with a personal case or for
an industrial action ballot, then tell them why you need it.

The data protection rules require that you only keep personal data for
as long as you need it. So as soon as you have carried out the work you
are doing with the information and reached a satisfactory conclusion,
dispose of it securely. Your Regional Office can assist with secure hard
copy data disposal.

Also, the data protection rules say that you should only collect and keep
personal information that you need. Don’t take copies of anything you
don’t actually need for the work that you are doing for the member.

This is referred to as ‘data minimisation’.

@ What are the good practices | should adopt to
ensure | am protecting members’ personal data
in accordance with the GDPR?

You should make sure you keep papers in a locked cabinet, and do not
leave them out where others could see them.

You should use a password protected computer or individual user account
for work in your role as a Unite rep. Also make sure mobile devices are
password protected as well. 25% of complaints about loss of data are
because of loss of mobile devices.

You should take extra care if you have membership information with

you while travelling. You should never leave papers, bags or a laptop
unattended on a train. You should not discuss member information on the
phone or when others can hear you.

You should never leave member files or information in a car.

You should never provide member information to third parties outside
the union without the member’s explicit consent.

You should dispose of member information (e.g. membership lists)
securely when you no longer require them.
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What do | do if | have a query about GDPR?

As a first step, raise it with your Officer. They will be able to advise you
and point you in the right direction to relevant policies and procedures.

What do | do if | discover a loss of member
information or other personal data breach has
happened?

You must report this immediately to your Regional Legal Officer and
Regional Officer. There are very strict rules about time Llimits for reporting
data breaches to the regulator, the Information Commissioner, so Unite
needs to know about the problem as soon as you discover it. Don’t

be worried about bothering someone unnecessarily, you must report

all possible issues, even if it’s not a serious problem or if you find the
information later.

What rights do members have to see their data?

Members have the right to see the personal data that Unite holds about
them electronically or in a highly structured hard copy filing system.

This is called the right to make a subject access request. The GDPR
provides for stronger subject access rights than before. Under the GDPR,
individuals have the right to be given access to their personal information,
generally without paying a fee, and in standard cases, information must
be provided without undue delay and within a month.

You should have this in mind when you write emails or notes
about members.

If you receive a request from a member for a copy of their data, you
should pass this immediately to your Regional Officer.

My employer provides me with information
relating to Unite members. Is it possible that they
may ask me to sign a GDPR Agreement?

Yes it’s possible, any organisation that shares information with a third
party may look to put agreements in place to ensure that the data that
is being provided to others is only used for the purpose it is provided
and is kept securely. This is not a requirement under the GDPR and, if
your employer asks you to sign a data agreement, please speak to your
Officer to ensure that any agreement is appropriate and proportionate.



Unite Activist
Personal
Data Breach
Reporting

The GDPR introduces a duty upon all organisations to report
certain types of personal data breach to the Information
Commissioner’s Office (ICO). This must generally be done
within 72 hours of becoming aware of the breach.

Records must be kept of any personal data breaches
regardless of whether or not they are notifiable to the ICO.

This document details Unite’s Personal Data Breach
Reporting System for Unite Reps and Activists.



What is personal data?

Personal data is defined as any information relating to an identifiable
person who can be directly or indirectly identified in particular by
reference to an identifier.

There are a wide range of identifiers that would constitute personal data.
This would include name, membership or employee number, location data
(e.g. address) or an online identifier (e.g. e-mail or IP address).

It can also relate to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that individual.

What is a personal data breach?

A personal data breach can be broadly defined as a security incident that
has affected the confidentiality, integrity or availability of personal data.
There will be a personal data breach whenever any personal data is lost,
destroyed, corrupted or disclosed; if someone accesses the data or passes
it on without proper authorisation; or if the data is made unavailable and
this unavailability has a significant negative effect on individuals.

Not all data breaches are required to be reported to the ICO or the
individual(s) involved. The need to report depends on the likelihood
and severity of risk relating to the individual’s rights and freedoms.

Unite do however need to know about all personal data breaches
regardless of risk so that we can record them internally, so steps i. — ii.
below should be followed for all data breaches.

How does a Unite Rep or Activist raise
a potential Data Protection breach?

i. The Rep/Activist takes any immediate steps to contain the breach and
reports the potential breach immediately to their Regional Officer and
Regional Legal Officer;

ii. The Regional Officer/RLO then follows the Regional reporting procedure;

iii. Unite Reps/Activists are not required to notify the individual(s) involved
and should await advice from their Regional Legal Officer or Regional
GDPR Co-ordinator before doing so. If member notification is required,
this step will be taken by the Unite Data Protection Team.



Unite the
Union Privacy
Policy

Unite the Union is committed to ensuring the privacy and
confidentiality of members. This policy summary sets out
how we treat your personal information.

Unite the Union is the “Data Controller” of your personal
data; our Head Office address is:

Unite the Union, 128 Theobald’s Road, London, WC1X 8TN

You can view Unite’s full up-to-date privacy notice at
www.unitetheunion.org/privacypolicy or by contacting
your regional office for a hard copy.




Reference to personal data may include any information which directly
or indirectly identifies you. This may include: your name, address, contact
details, date of birth, National Insurance number and bank details.

The personal data you supply to us will be held in electronic and/or
manual format.

The processing of personal data by Unite the Union will be in line with
the Data Protection Act and General Data Protection Regulation.

Our privacy policy reflects our duties to use information fairly, keep it
secure, make sure it is accurate and keep it up to date.

Please read the following policy summary to understand how your
personal information is treated. This may change from time to time,

for further details please see Unite the Union’s full up-to-date privacy
notice at www.unitetheunion.org/privacypolicy or contact your regional
office for a copy.

General information about Unite’s use of your
data and how we may contact you
All information that Unite the Union holds concerning you as an individual

(your personal data) will be held and processed in accordance with the
current legal requirements.

We collect and may process your personal data as a member for the
following purposes:

1. the administration and management of your membership records.

2. to provide you with information and updates about Unite the Union’s
activities, campaigns, benefits and services.

to notify you of changes to our services and benefits.
to determine eligibility for and administer benefits.

to conduct elections and ballots.
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to administer branch and other meetings (as well as meetings of any
committee or conference within the union to which you may be elected
or a delegate).

7. to provide you with support, assistance, advice and/or representation
in an individual or collective case.

8. to process your membership subscription payments.



9. for equality monitoring when provided by you. The provision of
equality monitoring information is not compulsory, but providing this
will allow Unite to accurately monitor our membership diversity and to
take appropriate action to ensure that women, BAEM, disabled, LGBT+
and migrant workers are fully represented within the union.

10. to comply with legal requirements.

11. for other trade union related purposes, objects or activities, including
those set in Unite’s Rule Book.

We will keep your personal data confidential and will take appropriate
measures to protect it against loss, theft or misuse and to safeguard
your privacy.

By joining Unite you should understand that we may use some or all of
the personal data you have provided for the above purposes. Where other
purposes apply, we will notify you when you provide your data.

The primary basis upon which Unite process members’ personal data is it
is necessary for the legitimate interests of a trade union. Unite’s legitimate
interests are broadly defined in our Rule Book and policy decisions, which
includes the interests of you as an individual member and/or of members
or the union generally.

Unite the Union may contact you at your home address, by telephone,
SMS or email. You can change how we communicate with you and update
or correct your contact details at any time by visiting the MyUnite website
www.unitetheunion.org/login or by contacting your Regional Office

to do this for you.

Sharing of information

We may disclose information about you to Unite’s full time officers, staff,
branch officials, workplace representatives, agents or data processors,
insofar as reasonably necessary for the purposes as set out in our
privacy policy.

Unite the Union will not disclose any of your personally identifiable
information to any third party unless they are processing data on the
union’s behalf, we have your consent, to establish, exercise or defend
a legal claim and/or we are required to do so by law.



The recent changes to data protection law are not intended to prevent
trade unions communicating with their members.

Unite prides itself on being a union led by our members, for our
members and this means communicating with you, so we can act as

a collective and achieve the best outcomes for our members. We will
continue to communicate with you about Unite’s activities, campaigns,
services and benefits, to keep you informed and encourage the highest
possible participation and support to further the Union’s objects and
policies, set by you as members.



For more information please contact:

Unite the Union,
128 Theobald’s Road,
London, WC1X 8TN

www.unitetheunion.org/privacypolicy



