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UNCLASSIFIED

UNCLASSIFIED

DCISE is partnering with LookingGlass  
to provide our cybersecurity analysts  
an “outside-in” view of DIB company 
security vulnerabilities. The platform  
maps public-facing infrastructure,  
overlays it with threat intelligence 
sources, and provides a holistic view  
of the external threat landscape including 
indicators of compromise and risk.

•	 EASILY CREATE DYNAMIC FOOTPRINT OF INTERNET-ACCESSIBLE ASSETS OR NETWORKS

•	 PROVIDE HACKER’S VIEW OF ORGANIZATION’S TECHNICAL RISK

•	 REAL-TIME ALERTING ON OBSERVED THREATS

•	 OPTIMIZED DECISION MAKING WITH ON-DEMAND ALERTING & REPORTING

•	 75+ SOURCES OF THREAT-RELATED DATA

•	 THREAT CONFIDENCE SCORE FOR EVERY ASSET/NETWORK

•	 THREAT AND RISK PRIORITIZATION

•	 CONTINUOUS MONITORING OF ORGANIZATION’S CYBERSECURITY POSTURE

•	 CAN INCLUDE SUPPLY CHAIN
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Real-time Alerting 

KEY BENEFITS

A FEDERAL CYBER CENTER

KRYSTAL BALL

Recommended 
Mitigations

Real-time Visibility

Pub Date: 5 May 2021

To learn more about the risk associated with systems outside of your perimeter, contact us at DCISE@dc3.mil.



UNCLASSIFIED

UNCLASSIFIED

Krystal Ball Supports NIST and CMMC Security Objectives
CONTROL FAMILY NIST SP 800-171 CMMC KRYSTAL BALL

Access Control 3.1.20 AC.1.003

Audit & Accountability
3.3.1
3.3.3
3.3.6

AU.2.042
AU.3.045
AU.3.052

Incident Response 3.6.1
3.6.2

IR.2.092
IR.3.098

Risk Assessment
3.11.1
3.11.2
3.11.3

RM.2.141
RM.2.142
RM.2.143

Systems & Communications Protection 3.13.1 SC.1.175

Systems & Information Integrity
3.14.3
3.14.6
3.14.7

SI.2.214
SI.2.216
SI.2.217

KRYSTAL BALL

The DoD-Defense Industrial Base Collaborative Information Sharing Environment (DCISE), a directorate within the DoD Cyber Crime 
Center, is the operational hub of DoD’s Defense Industrial Base (DIB) Cybersecurity Program. DCISE develops and shares actionable 

threat products, performs cyber analysis and diagnostics, and provides remediation consultation for DIB participants.
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”Through Krystal Ball,  
DCISE identified and alerted 

14 DIB companies  
of 34 endpoints vulnerable 
to the MS Exchange Server 

attack by APT Group 
‘HAFNIUM’“

To learn more about the risk associated with systems outside of your perimeter, contact us at DCISE@dc3.mil.


