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A long time ago in a galaxy far,
far away....




Well, iIn March 2006, about 1,450
miles away. . . .



Bomb Threat . . .

E-mailed and called into the newspaper and the
President’s Office

“Middle eastern accent”

At “the library”
In March
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Why Did It Happen?

Smart people reacted on emotion instead of
intelligence

People acted outside their areas of expertise

External factors were considered by decision
makers rather than the evidence at hand

Key “normal” decision makers not available
Nobody followed the established plans



Result?

* Nobody focused on the “big picture” for the
institution

 Significant trust issues developed:
* Public Safety vs. President
 Community vs. University

* Needed to find a better way . . .



Managing Incidents

CRISIS
VS.

CONSEQUENCE



Crisis Management

Priorities:
1. Life Safety
2. Stablilize Incident
3. Protect Property & Environment



Crisis Management

CAMPUS ONCAMPUS
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Consequence Management

Human Impact (after life safety)

Economic

Political

Media

Reputation

Legal

Recovery (incl. time, expense, facilities,
temporary arrangements, rebuilding, etc.)
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INCIDENT MANAGEMENT

Diagram for New Mexico State University — Las Cruces Campus
Updated: April 25, 2019

Public Safetv Response Administrative Response

Immediate Emergency/Life Safetv/Investigation Consequence & Recovery
) Central Administration NMDA and
Federal Emergency Response Team —7 | C ampus Presidents
Ops. Center (CART)
Governor N -
= = =+ =~ JChancellor *
rPresident Deans
State Emergency , 7| Provost 4— .
Ops. Center R Sr. VP Admin &. Finance f
’ VP for Student Success
e AVP Marketing and Comm.
g Chief Legal Affairs Officer
’ Wice President Research ¥
County Emergency e Implement Plans:
Ops. Center s CART RESOURCES Emerg. Action Plan
g NMSU Police Dept. or COOP
e NMSU Fire Dept. I
# Facilities & Services \
p Administration & Finance
Incident
C der T A= == - == ———- = | Aggie Health & Wellness L] ¥
ommander Chancellor’s Office - s Re-start critical
Environ. Health Safety & Risk functions
Housing & Residence Lﬂ’e s Coordinate with
IC Public Info. Human Resource Services interdependent
Officer ..o _ Info. & Comm. Tech. (ICT) departments
=i International & Border Programs e Communicate
= ™ Marketing & Communications er .
President’s Office with internal and
ati : isti ; Student Life external
Operations Finance Logistics Planning Vice President Research customers and
stakeholders
*Chancellor leads System CART

g




Key Factors For Success

J Trust people to do their jobs

Jd Understand the needs of the “other side”
J Communication

J Cooperation

J Exercises & Evaluation




Emergency Plans

Value is in the "pre-crisis” phase

People won't be reading in an emergency
Keep it short or people won’t read at all
Assigns responsibilities by function
Checklists ARE likely to be used



Active Killer Crisis Management Checklist

NMSUPD PRIORITY LAW ENFORCEMENT ASSIGNMENTS

FOR ACTIVE KILLER INCIDENTS

FUNCTION/DUTIES COMPLETED
Hunter Team(s) — Locate and neutralize attacker(s)

Initiate Emergency Notification System
Unified Command

Staging Area Established




DD o000

Take Two ...

Visit from FBI - classified

Real terrorist plot against campus

Can'’t discuss details with others

Need to make sure public safety personnel
ready

Need a plan in case containment is lost
Leadership needs to know something . . .
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NMSU Terror Attack Thwarted, Suspect
Sentenced to 20 Years




EXERCISE

d Which entities at your institution would be
iInvolved with Crisis Management?

d Which entities would be involved with
Conseqguence Management?

d Who will serve In the key liaison roles?



Getting Specific:
Active
Killer/Shooter
Incidents



Basic Principle:

K.I.S.U.S.

Keep It Simple Under Stress



The Numbers . ..

More murders committed in the home each year by
family members

Many more will die from traffic crashes

1/3 of college students in fear of active killer
Incident

Student anxiety and stress are at an all time high

Students and parents are concerned and want to
know the college/university has a “plan”




CAVEATS

* We can’t teach you everything you need to know —
this Is a starting point, not a finishing point. Never
stop learning and practicing.

* There are no guarantees during an active killer
Incident. You need to adapt, improvise, and
overcome.



Important to Understand . . .

Emergencies and disasters will continue
to Impact us

There might be multiple threats/hazards
INn a single incident (.q. coumbine)

Safety skills must be practical A
Safety is a critical life skill ocaizsion,

Esteem

Danger varies __N
: Love/belonging \
You are “grown up’

i Safety i




The BIG Question:




Svmpathetic Nervous System

The 4 “F”s
* Fight
* Flight
* Freeze
e Faint

Image from: https://kids.nationalgeographic.com/explore/science/your-amazing-brain/



https://kids.nationalgeographic.com/explore/science/your-amazing-brain/

Which Responses Do You See?

Clip from: https://www.youtube.com/watch?v=PiyO1dgfNHw



https://www.youtube.com/watch?v=PiyO1dqfNHw

Which Responses Do You See?

Clip from: https://www.youtube.com/watch?v=PiyO1dgfNHw



https://www.youtube.com/watch?v=PiyO1dqfNHw

How About Now?

Chainsaw Prank Causes Man to Pass Out

R » «) 0:00/0:48

Clip from: https://www.youtube.com/watch?v=WitTFH41qgagbw



https://www.youtube.com/watch?v=WtTFH41qqbw

How About Now?

alRellano.com

Clip from: https://www.youtube.com/watch?v=1hYDYrdiYX8



https://www.youtube.com/watch?v=1hYDYrdiYX8

Types of Emergency Plans




Personal Plans



Personal Plans

Your personal safety Is always #1
Know basic options

Communication and meeting plan with
family

Prepare for likely threats in your area
If you want to help others, know how In
advance



The Old Approach

A different plan for every type of emergency
Difficult to memorize

Could not handle a complex or evolving
event

Often intended to apply “for the first 10
minutes”
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Examples




Examples

= VIRGINIA TECH SHOOTINGS A 12-PAGE SECTION ——

THE ROANOKE TIMES

TUESDAY sz 2oy

roanoke.com

\\ lorst shooting in U.S. history

| “No screaming, President Virginia Tech

no yelling. | savs schools students,
He just 8| should be a P community cope 7 [ p A l
shot people.” “sanctuary.” 4 with tragedy.
Page 3 Page S Pages 8-12

Shootings in dorm and engineering building leave 33 dead and 15 injured at Virginia Tech. PAGE 2




Special Thanks To:

Kristina Anderson
Koshka Foundation (koshkafoundation.org)



Examples

Springfield School Emergency Operations Plan
Functional Annexes

DRroP, COVER, AND HOLD PROCEDURE

I. PURPOSE

In cases of an incident requiring drop, cover, and hold, the following procedure should
be adhered to by students and staff.

II. SCoPE

The drop, cover, and hold procedure outlines steps 1o be taken by staff/

prevent injury or death during an incident. Designated staff
are required to participate in the development, implementation,
School EOP as it relates to this annex.

The plan outlines procedures for students/staff located: QSD
= Indoors.
*  Qutdoors.

* In a moving vehicle. Q{Q
I1I. RESPONSIBILITIES Q.,K/
To unplemem the drop, cover, and

All staff and students will
management lrammg

Staff and bus drivers
indepth training.
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The plan outlines procedures fo
= Indoors.
*  Qutdoors.
= In a moving vehicle.

ITI. RESPONSIBILITIES

To implement the drop, cover,
*  All staff and students wi
management training an

» Staff and bus drivers assi
indepth training.

www.eonline.com%2Fnews%?2 588?33755%‘2?&13?5 Aall-D d-after-las-vegas-
shooti ng&psig=AOvVaw1L1jipAKgﬁéEﬁﬂepsz-tZ&u g 3




The New Approach . . .



The Cycle

Situational awareness
Something isn’t normal. Is threat identifiable?
What are your top 3 options?

Do what seems to be the best option

Once done, scan the environment for
additional threats/hazards and repeat

Repeat the process any time you move to a
new location



The Cycle

ID

Threat

ID
Options




IMPORTANT

Do Not Try To Memorize The Chart!!!
It IS Just a picture.

Remember to keep scanning and
acting until safe.



In Any Major Emergency:

 |dentify the Hazard/Threat
» |dentify “Top Tier” Options
 Take Action (do the best option)



Top Tier Options




Top Tier Options

Earthquake Influenza
* Escape/Run/Avoid

FlreSheIter/Hide/Barricade/Derood
» Countermeasures/Fight/Defend

Aurricane  \ «:ve Killer
Chemical Spill



Options

Each “What” Option will have “How” options:

Shelter/Hide/Deny: lock door, cover, barricade
or block door, safe room, prepare to fight




Complex Incidents

Multiple threats/hazards
Multiple locations

Realize that Primary hazards create
secondary hazards:

1906 Earthquake =» Broken Gas Line =» Fire

Q: Broken Water Line

Falling Debris



TIP: Know The Difference:

Threat = Nobody Is being hurt or killed; there
IS time to evaluate, decide, and act; there Is
no immediate danger

Killing = People are being hurt/killed NOW,;

must act immediately to protect self/others;
time is very limited



EARLY
INTERVENTION
&
PREVENTION



Everyone Should:

Immediately report threats of violence

Obvious threats (“I’'m going to kick your . ..”)
Veiled threats (“Somebody should . . .”)

Recognize warning language and report it:

“l like you. Don’t come to work tomorrow.”
“‘Wait till you see what | have plannedtodo . ..”
‘I want your help in getting back at the other
students . ..”

‘I won’t see you after tomorrow, . ..’
“Enjoy your last night . . .”

J



Everyone Should:

Be aware of and report “leakage”:
« Drawings and diagrams
« Stories
« Attempts at recruiting
« Unusual interest in past violent events/people
« Attempts to get possible weapons/materials
« Radical views on social or political issues that
Include statements about the need for violence
« Social media, including photos, videos, weapons

If you See Something, Say Something
so we can Do Something



1=

“I T
HAPPENS



What Is an Active Killer?

Also called Active Shooter or Active Murder
Killing I1s taking place NOW
Killing will continue

Almost always a pre-planned event by the
suspect(s)

Similar to, but different from, mass murder



“Public” Responses

Common public and individual plans:
* Run, Hide, Fight
* Lockdown
 Lock Up
« AL.IL.C.E.
* No Plan



Run, Hide, Fight

Advocated as strategy at NMSU since
2006

Strongly endorsed and advocated
approach for the general public

Recommended by FBI & Homeland
Security

Best current training video is from
ReadyHoustontx.gov






RUHI Hide, F|ght cont.

Each person empowered to make own
decisions and assess information

Not a guarantee, but as distance

Increases, so does survivabll

ity

May not be appropriate for very young

Difficult for mobility impairec

Help by setting a good exam
encouraging others, renderin

nle,
gaidina

safe location, directing responders



Preparing to Fight



Preparing to Attack:

Firearms Basics:

* Types of actions:
— Bolt



http://upload.wikimedia.org/wikipedia/commons/4/49/Modern_Hunting_Rifle.jpg

Preparing to Attack:

Firearms Basics:

* Types of actions:
— Bolt
— Semi-Auto


http://www.soarclub.com/wp-content/uploads/2012/04/rifle.jpg
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=8C00PmzyF0i-qM&tbnid=Sn_6Njtu8Nx6-M:&ved=0CAUQjRw&url=http://www.gunreports.com/custom/apps/gunreport_detail.php?id%3D9211&ei=6YFfUo7vKejXiALjsYHwDQ&bvm=bv.54934254,d.cGE&psig=AFQjCNHZnoUiqBXKU1dtr2NwVresQmmWhg&ust=1382077282263624

Preparing to Attack:

Firearms Basics:

* Types of actions:
— Bolt
— Semi-Auto
— Lever



http://www.uberti.com/firearms/images/1873_sporting_rifle_lg.jpg

Preparing to Attack:

Firearms Basics:

* Types of actions:
— Bolt
— Semi-Auto
— Lever
— Pump




Preparing to Attack:

Firearms Basics:

* Types of actions:
— Bolt
— Semi-Auto
— Lever
— Pump
— Revolver



http://www.maplegrovefirearms.com/cart/images/Revolver.jpg

Preparing to Attack:

Realities:

* May be carrying multiple guns

* Single gunshots often survivable, but want
to avoid multiple gunshots

» Single stabs often survivable, but want to
avoid multiple stab wounds



If Suspect is Close:

GRAB!
DROP!
STRIKE!



Target Zones

Head
Neck



=

May 9, 2018 Circle K Incident — Phoenix, AZ



What about
“After”?



When You RUN/ESCAPE . . .

If you encounter police officers:

SHOW HANDS
FOLLOW COMMANDS




Helping Others . . .

Help Iinjured people by:
* Treat
— Hemorrhage Control

— Collapsed lungs from tension pneumothorax

* Transport
— Identify collection point
— Carry or drag to CP
— Watch for second suspects

: --hg -~y

5
P

Aaa
A
EeH

\
Y

= ) ,‘:;:_‘ . ___' e
" 4 - 7 L Lme—

_
_
i

o
=
|

Ny

S ey ]
e ‘—‘VM’W“""‘Q&- ORI



Tourniguet Use

Commercial trauma tourniquets:

— CAT (Combat Application Tourniquet)
— SofT-wide

— SWAT-T

— SAM XT

For severe bleeding of arms and/or legs
Put it on TIGHT (close to, but above, the
Injury)

If one doesn’t stop, use a second

If necessary, improvised tourniguets




Tension Pneumothorax

Caused by penetrating injury to thoracic
cavity

AlIr outside the lung causes collapse
Hole must be sealed
AlIr in lungs must be able to get out

Treatment:
— Occlusive seal (a hand can work fine)
— Hold in place, “burp” as needed (on exhale)



Specific Info for
Police and Security
Personnel



Critical Considerations

Seconds save lives
There may be more than one killer
Explosives may be involved

The best response to an active killer incident is an
armed, well-trained team that is already on site and
ready to go (very rare)

Unarmed personnel can make a clear difference



REALITIES

Not likely to be there when it starts, or are likely to be
the first target

The first responder sets the tone for the response

If students don't trust your team, they are less likely
to report concerns in advance

Some parents have already had “the talk™ with their
kids before they came to campus



Who Does It?

Terrorists (e.g., Beslan attack)

Lone Wolves (e.qg., Fort Hood attack)
People wanting to make a “statement”
Students (multiple examples)

Faculty

Former Students

RARELY - Criminals caught during other
crimes



Where Does It Happen?

Schools

Churches
Restaurants

Movie theaters
Political gatherings
Office buildings
Shopping malls
Special events




Where Does It Happen?

Quick Look: 277 Active Shooter Incidents in the United States Between 2000 - 2018

Location Categories
EDUCATION
Schools (Pre-X10 12),
‘ 15.2%(42)
q EDUCATION,
Institutions of Higher
Education, 5.4%(15) 20.6%(57) COMMERCE
Businesses,
(OMMERCE, Open topedestrion tram, - Malls,
43.7%(121) 26.7%(74) 3.6%(10)
ool T SOURCE:
13.4%(37) J — . |
' Cosed to pedestrian traf, https://www.fbi.gov/about/partnerships/
G Conint T office-of-partner-engagement/active-
h’ mabdrillsd shooter-incidents-graphics

. OTHER LOCATION, 0.4% 1

2.5%()

‘! I— HEALTH CARE FACILITIES, 4.3%(12)
RESIDENCES, 4.3%(12) HOUSES OF WORSHIP, 4.0% (11)

Source: federal Buresu of Investigation, 2098

The above pie chart shows a statistical breakdown of the location categories where the 277 active shooter
incidents took place in the U.S. from 2000 to 2018. Those location categories include: areas of commerce,
121 incidents or 43.7 percent; educational environments, 57 incidents or 20.6 percent; government property,
26 incidents or 9.4 percent; open spaces, 37 incidents or 13.4 percent; residences, 12 incidents or 4.3
percent; houses of worship, 11 incidents or 4 percent; health care facilities, 12 incidents or 4.3 percent; and

other location, 1 incident, or 0.4 percent.



https://www.fbi.gov/about/partnerships/office-of-partner-engagement/active-shooter-incidents-graphics
https://www.fbi.gov/about/partnerships/office-of-partner-engagement/active-shooter-incidents-graphics

Phases of Attack

Concept #1.

* Ideation
 Planning

« Equipping/rehearsing
« Attack

« Barricading

 Final action

Concept #2:

« Target selection

« Survelllance

* Final target selection
 Planning

« Final Survelllance

« Attack



Security Officer Options

If armed, respond as lone wolf:
 Communicate

* Track Down

* Engage

Requires a firearm (rifle preferable) plus
advanced training in response, meeting
up, integration with LE, treatment, etc.



Unarmed Security

Benefits:

 Already on scene

 Others already know they are there and may follow their
lead

* Familiar with building

 May hear about or spot things in advance

Limitations:

« May be among first targets

 Don’t have firearms to use to respond
 May not have radio communications with LE




Security Officer Options —cont

If unarmed.:
* Protect Self (incl. grab, drop, strike)

« Communicate
- 911
— Direct others in the area (run/hide/fight)

* |dentify specific location

* Report armed friendly, hazards,
suspect descriptions, numbers,
weapons, movement, victims, etc.

« “Secure” weapons and/or caches



Security Officer Options —cont

Once threat Is gone:

* Treat
— Hemorrhage Control
— Collapsed lungs from tension pneumo.

* Transport
— Identify collection point
— Carry or drag to CP
— Watch for second suspects

— Communicate with public safety
responders



Resolution of an “Active
Killer” Situation

* Most likely by suicide, bystander, or patrol
(over 80%)

* Must be quick and decisive
* Need 100% mental commitment

* Need to be prepared for distractions,
Injuries, carnage, LE response

* Prepare to transition to the “after” stage



Police Priorities During An
“Active Killer” Situation

1) Neutralization of the suspect as soon as
possible.

2) The lives/safety of:
— those in proximity of the shooter.
— citizens in the immediate area.
— Initial responding police officers.

3) Rendering Aid

4) Containment.

5) High-profile officer deployment outside area.
5) Criminal investigation



Active Killer Crisis Management Checklist

NMSUPD PRIORITY LAW ENFORCEMENT ASSIGNMENTS

FOR ACTIVE KILLER INCIDENTS

FUNCTION/DUTIES COMPLETED
Hunter Team(s) — Locate and neutralize attacker(s)

Initiate Emergency Notification System
Unified Command

Staging Area Established




Speclal Issues to Consider

Injured officers/ TEMS
Firearms and “caches’

Explosives (at scene, collection points, on
suspects, on victims)

Patient tracking
Communication between agencies
Lack of local resources



What Happens When The
Shooting Stops?

Secondary Tactical Response
Medical Assistance

Evacuation

Crime Scene Processing

Withess ID and Interviews
Handling Other Calls for Service
Protect Other Similar Soft Targets



Secondary Tactical Response

Rescue injured

Clear the area for additional suspects
-Ind people hiding/sheltering

-ind Injured/unresponsive
_ocate/mark evidence

_ocate/mark suspicious devices




Medical Assistance

Self Aid/Buddy Aid

“Collection Point” established

Need armed security & safety sweep
Rescue to collection point

Stage responding vehicles appropriately

Transport in any appropriate vehicles due
to limited resources

MCI ++++
Police officers secure medical facilities



Evacuations

« Evacuations for an active shooter are not like
a fire drill

— Move to a safe distance behind cover /
concealment

— Move FAST

« Types of evacuations

— Escorted
« Police accompany evacuees to safe area.

— Unescorted
» Flee before police arrive
* Police direct evacuees to a safe area.
* |If sheltered in place, direct to evacuate with
police escort (if available/possible)



Evacuation & Reunification

Often better to evacuate IN vs. OUT

Need armed security for convoy & site
orotection

Perform safety sweeps

Reunification plan begins immediately
Need 100% accountability

Must be prepared for hostiles w/evacuees
K-12 plans/options




Evacuation & Reunification, cont.

Special Challenges for Schools
« Communication

* Parents

 Siblings in other schools
 Siblings in other classes

* Transportation

* 100% accountability



Crime Scene Processing

Will take hours to days

Consider federal resources

Must be very thorough and detailed
About more than just prosecuting suspect
Very resource intensive



Witness ID & Interviews

D may need to happen fast
nterviews may be medically delayed

nquire about photos, videos, other
evidence

As security, know where video cameras
are located and capabillities of recorder(s)

Very resource intensive




Protecting Similar Soft Targets

This may be just the 15t attack, be
Immediately ready for others

Deterrent value (esp. high visibility)

Provides reassurance to those at other
ocations

Allows family members to focus on injured
Resource intensive




Additional Training for Your Team

» Stop The Bleed
* Disarming / Grab, Drop, Strike practice
* Monitoring & Communicating

e “Incident Command”



Questions
& Answers



