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Purpose of this Presentation

» To describe what a values-based organization is
and why it is so important and powerful;

+ To explain how understanding and managing
ethical risk contribute to an organization being
values-based.

» To briefly describe the steps taken to create an
Ethical Risk Profile; and,

» To discuss what our organization learned and
continues to learn from this process of ethical risk
management.




Overall Message
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And to quote Ronnie Kahn, Executive Vice
President, Ethics and Compliance Initiative
(2016):
“Conducting regular risk assessments
is a best practice in any ethics and
compliance program, not only in the
eyes of government and regulators but
in running a high quality business.”




The Canadian Food Inspection
Agency is...

» Canada’s largest science-based requlatory federal agency:

Approximately 6500 employees (medium in size)

4 Areas + NCR (National Capital Region) (nation wide)
18 regional offices

185 field offices

485 offices in non govt. establishments

13 laboratories

+ Committed to safeguarding food, animals and plants, which
contributes to enhancing the health and well-being of Canada’s
people, environment and economy.

* Responsible for 13 federal statutes and 38 sets of regulations.
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“Building on past performance, the Agency’s
vision is to establish itself as a values-based
organization that fosters continued public
confidence in its ability to deliver its mandate.”*

* CFIA’s Values and Ethics Strategy: A Framework for Ethical
Decision Making (2008, updated 2010 and 2015)




What is ethical organizational

culture?
Organizational .
& Ethical Culture

Culture
An organizational culture is a “It is the extent to which an organization
group of people who have been regards its values. Strong ethical cultures make
trained, or who simply have doing what is right a priority.”*
learned by those around them,
how to act in any given situation. *Ethical Culture Building: A Modern Business Imperative,”

Research Report, ERC 2009

What Makes a Values-Based/Ethical
Organization (VBO)?

v In a VBO, values are conscious, shared and lived; not just a
“frame on the wall,” in other words, values and ethics are
embodied behaviours in employees.

v In a VBO, values govern all decision making and are
embedded in the organization.

v In a VBO, values are the foundation of the organization’s
policies.




The Benefits of Being a Values-Based

Organization

* Promotes strong public image and better relations with
stakeholders, partners and others;

* Results in better decision making;
« Stronger organizational culture;

* Helps staff act in a consistent manner in difficult
situations;

* Keeps morale high during periods of change;
+ Cultivates strong teamwork and productivity;

* Ensures the continuity and sustainability of efforts in
values and ethics;

* Increases awareness and understanding of ethical
problems; and,

* Ensures that policies and procedures adhere to high moral
standards.

Consequences of Not Focussing on Values and
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Ethics / Ethical Culture

Loss of internal (employee) and public trust in the organization
and its leaders

Loss of employee loyalty in, and commitment to, the
organization

Lack of, or low, employee engagement

Inability to achieve high performing organization
Low creativity/lack of innovation

Lack of discretionary efforts

High turnover

Low productivity

Low performance levels (physical and mental health
deterioration, high anxiety and depression, high sickness
absence)

Financial consequences
Low morale 10




A case study of an ethical failure:

\ vl ' Volkswagen — Tolerance for breaking the
\ A / rules?

Volkswagen: Tolerance for breaking the rules?

Volkswagen Posts Deep Loss
After Emissions Scandal*

Loss of 16.2 billion euros or $18.28 billion US dollars in fiscal year 2015 due to diesel issue

+ Total of $14.7 billion to be paid in the US to settle claims Volkswagen deceived customers and
cheated pollution tests with its diesel engines

* $2.1 billion Canadian settlement
Pleaded guilty in US ($2.1 billion criminal fines/$1.6 billion civil fines/6 executives arrested and

charged!)
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*Source: https://www.wsj.com/articles/volkswagen-posts-deep-loss-after-taking-18-28-billion-hit-on-emissions-scandal-146 1333307




Volkswagen: Tolerance for breaking the rules?

* “The decision by employees to cheat on
emissions tests was made more than a
decade ago.”

_* “The cheating took place in a climate of lax
ethical standards. There was a tolerance
Hans-Dieter Potsch for breaking the rules.”
Chairman of Volkswagen
supervisory board

* ‘I want to change the company’s culture
so that there is better communication
among employees and more willingness
to discuss problems.”

“We don’t need yes men but managers and
engineers who make good arguments.”™

Matthias Miiller
Volkswagen Chief
Executive Officer

*Source: New York Times, Dec. 10, 2015 13
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10 Key Initiatives which help create and
sustain a Values-Based Organization

Values and Ethics (V&E) Strategy

Statement of Values and appropriate Codes/Policies
V&E Training/Awareness Building

Ongoing Ethical Dialogue

Conflict of Interest (COI) Program

Ethical Wellness Report

Ethical Climate Survey

Values and Ethics Leadership Team (VELT)

Ethical Risk Profiles (ERP)

10. Process for Internal Disclosure of Wrongdoing




CFIA’s Vision, Mission and Values Provide the
Ethical Foundation

Vision
To excel as a science-based regulator, trusted and resp d by C di. and the internati I

Mission
Dedi d to safeguarding food, ani and plants, which enhances the health and well-being of Canada’s people,
environment and economy

Values

»  We value scientific rigour and pi i and i These play a crucial role in our decision making. We do not manipulate

science to achieve a desired outcome but acknowledge that other factors must be taken into account in this decision making.
> The reputation and credibility of the Agency are vital to our ability to deliver our mandate. As such, we behave, internally and externally, in a

way that trust is preserved.

»  We are proud of the contributions we make to the quality of life of C: i We value ication and resp i from all day

to day and, particularly, during an emergency.

»  We value qualified and i p whose efforts drive the results of the Agency.

»  To develop effective policies and ies, we value the i of the who are affected by our decisions.

»  We maintain our reg yi from all external stakeholders. We have the courage to make difficult and potentially unpopular
and i free from bias.

»  We are committed to our physical and psychological well-being.

Ethical Risks May Limit the Achievement of the Vision,
Mission and Values of the Organization

Vision
Mission
Values*

*These provide the ethical foundation

of the organization. 16




“The key is to proactively determine where
risks lie and either eliminate the source or
mitigate the risk before it reaches headline

proportions.”

Anne Frederwisch, “Ethical Risk Assessment: Crisis-prone or

Crisis-prepared” (2006), University of Santa Clara

Ethical Risk Profiling Provides Long Term
Benefits

Ethical Weaknesses Provide Early
Warnings, Leadership Sets the Tone

Studies on Operational Risk in the corporate
sector have identified that the absence of a strong
ethical framework is a common factor for many
very large scale enterprise wide failures.
Identification of ethical risks where staff feel that
“it doesn’t matter” or “nobody cares” provides
indications of organizational weakness. Actions
and decisions that have been interpreted by staff
as “‘non compliant” or “unethical” need to be
identified and addressed.

“Tone at the top” and the evidence of tolerance or
intolerance of unethical behavior are
communicated almost instantly across
organizations regardless of their size. It is critical
for senior managers to know how best to
communicate their commitment to corporate

values

Regulatory Agencies Face Unique
Ethical Challenges

There is evidence that r y staff can b
intellectually “captured” by the organizations and
industries which they regulate. This can be
exacerbated where there is “churn” between the
regulated organizations and the regulating agency.
This may occur when employees of regulated
industries join the regulators and are seen as
overly sympathetic of the pressures facing
regulated parties.

Often when the workload on regulating agencies is
greater than their capacity, the absence of a clearly
communicated and well understood ethical
framework can result in operational staff cutting

organization’s mission and values.

back in ways that are inconsistent with the




Approach and outputs

Focus and outcomes

An Ethical Risk Profile Builds on the Familiar Corporate
Risk Profile Approach

Corporate Risk Profile Ethical Risk Profile

» Derives risk information - Derives risk information from
from documents, reviews, documents, reviews, studies
studies and interviews - and interviews

»|s a self assessment aligned ~|s a self assessment

»Includes development of a »Includes development of a
risk response \_ risk response

/ > |dentifies ethical risks that

» ldentifies specific risks to impact on compliance with all
delivery of outcomes controls and that may cause a

. breach of the values
Identifies where controls are -
- ooy > |dentifies what steps can be

wea_k . . taken to improve controls
»Indirect links to reputation \_” Direct links to reputation

But what exactly is “ethical risk”?

20
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What are Ethics?

Ethics are a reflection of how
values are applied in decision
making. They involve determining
what is right or wrong, and then
doing the right thing.

In terms of the organization, ethics
are the organization’s values put
into action; a reflection of how
these values are applied in actual
decision making and in how
employees behave.

21

Ethical Decision Making

Ethical decision making is more nuanced than just choosing

between right and wrong.

»For example, it may be about choosing between right and right (i.e.,
choosing the better of two right options).

»Or, it may be about making a good decision or an even better decision.

»Most decisions are, in fact, ethical decisions or have ethical components to

them.

For the CFIA, ethical decision making is about making the best

decision for the Agency, given its values and codes, other policies

and guidelines.

22
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So Ethical Risk is...

CFIA’s Description of Ethical Risk:

Commonly defined as... Ethical risk is a combination of factors that
might unduly impact or influence staff
A particular type of uncertainty that betl'!aw.or and deC|_S|or! making and where
leads to a situation where the values mitigation strategies, if they are not

. s already in place, might be necessary. We
and ethics of the organization may be identified potential ethical "hot spots"
breached. based on, or because of:

v'What we do (e.g. inspections, sampling,
testing, test development, research,
policy development etc.) and/or

v"How we do it (e.g. the degree of controls
in place, such as codes of conduct,
policies and training; leadership quality)
and/or

v'Where we do it (e.g. remote locations,
borders) and/or

v With whom we do it (e.g. the nature of
our relationships).
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Methodology

In accordance with Global Standards - CAN/CSA ISO 31000 and ISO 31010

ETHICAL RISK IDENTIFICATION

Documents review and interviews with Branch employees

[—]
| -
ETHICAL RISK VALUDATION & ASSESSMENT < I7
Four workshops to assess and validate risk drivers, consequences,
I 1

current and potential ethical risks impinging on organization
objectives

ETHICAL RISK TOLERANCE

Presentation of Risk Assessment and Validation results to VP of Branch for
identification of organization risk tolerance

.
ETHICAL RISK MITIGATION PLANNING -\I I/-
Identifying attainable steps that can reduce intolerable risks

ETHICAL RISK PROFILE

Developing a profile for the Branch
24
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“What works for a purebred Great
Dane is not going to be right for a
Labrador puppy...”*

* Scott Killingsworth, “Some realism about risk assessments” (2015),
Compliance and Ethics Professional, Society of Corporate
Compliance and Ethics.
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CFIA Organizational Structure

President
Executive Vice-President -
Chief of Staff
Vice-President W:‘[:*:;:‘::m"zm - Vice-President Vice-Prasident
Operations e arsaemer Human Resources Science
Vice-Fresident
Associate Vice-President Communications and Public < Exacath Diiattoand Saokog
" General Counsel

Operations Affairs

Chief

Chief Redress Officer Audit and Evaluation

Vice-President
Policy and Programs

Associate Vice-President
Policy and Programs

26
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ETHICAL RISK IDENTIFICATION

27

STRATOS

Inorviow Guide
Ethical Risk Assa ssment

ETCal partoamance 15 8 5ensve Bnd COmGiaK 15509, AS 4 QUi GFIA Lakas 5 GKCS Wty S900usly

e —— -

requinmonts sat out by o Teasuy Board

CRANs
chL ofical isk profie. work

0w ofical risk prosing wil b conducted or Polioy and Programs, Science, FAIT and al oher
Branches.

5 potantial of an ethicalrisk. I is mportan Ko test the Agency's controls
on ethical ik (a.9. codes of conduet, guidelies. polioes and relevant

raring as examples). The crgancaton’s acvises and doere ey of | EPLES OF

sl which J ik b Fraued

harassment, bribery etc. This shudy wil smsess where mitigetion sirstegies
and where Adniond b

managemert process whereby ks e dented, sisesiad, tokerunce
d # recuired,

developed.

Tro risk irom

process,

ucr,
138 rom across s Operatons branch. The copectve of fas0 miGrvews 5 15

* Toesplom potental ethicalrisks
« Kaantty curroet controls wheh 8 10 MG ohecal ks

28

14



STRATOS

Overview of Imerview (estimated at 45 10 60 minutes)
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Examples of Ethical Risks

Common to All Branches:

* People management practices
» Conflicts of Interest

- Staffing practices

* Harassment

Unique to Particular Branches:

» Silos within Branch

* Intimidation from regulated parties
* Regulatory capture

* Undue pressure

* Inducements

* Regulatory independence

30
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ETHICAL RISK VALIDATION AND ASSESSMENT

31
Ethical Risk Validation
What follows are a series of potential ethical risks which employees at CFIA
may face.
The information presented is based on a series of interviews with employees in
all Areas.
Risk Slide Example
1 Risk (effect of uncertainty on objectives)
There is a risk that ...
Risk Drivers CurrentConsequences CurrentRisk Mitigatior
+ Various things that contribute to « QOutcome of an eventaffecting «  Existing process to modify risk
the above risk objectives
Potential Additional Risk
Mitigatior
+ Potential new process to modify
risk
32
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Ethical Risk Assessment

1. Creation of “most likely worst
case” scenario for each risk

| |
2. Determination of impact of I\/I
“most likely worst case” scenario

| L

3. Determination of likelihood of 4
impact occurring

4. Assessment of actual ability to resolve the

situation (factors into risk mitigation
discussions).

33

Risks were plotted on the “heat map”

according to Impact and Likelihood to
produce a “Risk Level’— Red (highest risk),
Orange, Yellow, Green (lowest risk)

Risk Impact was rated on a 5-point
scale (5="Critical” or highest impact
to the Agency, 1="Low", lowest

N impact)

Impact

Risk Likelihood was also rated on a
5-point scale looking at the next 12
months (5="Almost Certain”, 1=

“Very Unlikely”)

|

Likelihood

— A

34
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Creating a Most Likely Worst Case

Scenario

In developing a “most likely worst case scenario” participants were
asked to think about their Area/Branch of the Agency using their
experience and knowledge of the Agency

= There are many layers of control (current mitigation) in place

= Even with all of these controls, something serious could happen

Layers of Mitigation

Most Likely Worst Case

An expression of a
serious risk that can occur
even with all the
mitigationin place

35

© John Lark Coherent Advice Inc.

CFIA Impact Criteria

Impact
Level

Definition

5
Critical

Widespread and devastating impact on food safety/ plant health/ animal health. Extreme
economic impact. Loss of public confidence. Serious stakeholder concern with potential
severing of relationship. Serious breach of a law or regulation with charges laid against the
Agency. Financial impact on the Agency of over $10 million. Severe ethical breach
resulting in a federal inquiry and direction to the Agency to make corrective change.

4 Major

Significant impact on food safety/ plant health/ animal health. Major economic impact.
Longer-term damage to reputation. Significant stakeholder concern. Breach of law or
regulation that is considered minor. Financial impacts on the Agency of between $5 million
and $10 million. Significant ethical breach resulting in an internal inquiry and a remedial
action plan.

3
Moderate

Moderate impact on food safety/ plant health/ animal health. Moderate economic impact.
Medium-term damage to reputation. Stakeholders request information/follow-up. Financial
impacts on the Agency of over $1 million but less than $5 million. A major ethical breach
requiring involvement of senior management.

2 Minor

Minor impact on food safety/ plant health/ animal health. Minor economic impact. Short
term damage to reputation. Low stakeholder concern. Financial impact on the Agency of
over $500,000 but less than $1 million.

1 Low

Negligible impact on food safety/ plant health/ animal health. Negligible economic impact.
Service delivery and reputation unaffected. Stakeholders unaffected. Financial impact on
the Agency of less than $500,000, 36
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Critical Impacts

Impact Legal Socio- i p p Reputation/
Economic Biological Strategic

5. Critical: Serious breach of |Widespread Widespread and Deaths of 5 or more Widespread,

Widespread and alaw orregulation |socio- devastating impact |people attributable to | sustained public

devastating impact on
food safety/ plant health/
animal health. Extreme
economic impact , Loss
of public confidence ,
Serious stakeholder
concern with potential
severing of relationship.
Serious breach of a law
or regulation with
charges laid against the
Agency, Financial
impact on the Agency of
over $10 million. Severe
ethical breach resulting
in a federal inquiry and
direction to the Agency
to make corrective
change.

with charges laid |economic on food safety/

against the damage plant health/
Agency Extreme animal health
economic
impact
An extreme

event causing
harm to human
health whose
impact cannot
be mitigated
and will be
permanent

Permanent
loss of access
to key markets

the action or inaction of
CFIA

Disruption of
operations, requiring
permanent reallocation
of internal resources
between Regions for
more than 24 months
Loss or disclosure of
highly sensitive data
where such loss or
disclosure results in

criticism of the
Department, the
Minister or the
Crown

Minister steps
down

An Inquiry under
the Inquiries Act
is launched

Serious public
outery

one of the foregoing Serious
; 0 stakeholder
AE S concern with
o onithe severing

Aggncy ofover $10 of relationship

million
Demonstrations
or adverse
international
attention or

media coverag%7

“Most Likely Worst Case Scenario”

Impact

Impact
Band of Impact

Likelihood

38
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CFIA Likelihood Criteria

1 2 3
Very
Unlikely Unlikely Possible
A ~
~ >~
0% 5% 40% 60

4 5
Almost
Likely Certain
- Al .
% 95% 100%

The likelihood of the Impact
occurring in the next 12 months
given current controls

Descriptive

5 Almost Certain Happens often, may be occurring now
4 Likely Could easily happen, has happened more than once in the
ooy past 5 years
3 Possible Could happen and has happened elsewhere
2 Unlikely Hasn't happened yet but could
1 Very Unlikely Conceivable, but only in extreme circumstances
39
Band of Likelihood
et
o —
© —
Q
£ ot
-_— -l
Likelihood 40
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Example of an Ethical Risk Profile

The Nature of the Ethical Risk

Likelihood

Impact
cely +

Lik

41

ETHICAL RISK TOLERANCE

42
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Determination of the Degree of Tolerance

Risk Event
)

—_ Acceptable? —————— Assume

S

- ) NO Escalate
Toleran For information

Can You Act? N Monitor

Escalate \//

For acllon

Av0|d ( Mitigate ) Share

Specific actions with owner and date

43

ETHICAL RISK MITIGATION/PROFILE

44
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Themes for Mitigation Action Plan (Ops)

Training
» Training to manage staff more effectively (People Management for Supervisors)

» Mandatory Foundations of Inspection and Legislation, and Tactical
Communications, PREP

» Ethical Leadership and Dialogue course for all RDs/IMs

» V&E and Code of Conduct/Conflict of Interest courses for all staff
Communications

» Regular face-to-face meetings where feasible

« Communication on requirements for the reporting of conflict of interest,
inducements, harassment

New/enhanced strategies, processes or tools
» New OPS business practice for explaining changes to front line decisions.

» Communication process to ensure OPS involvement in, and awareness of, new
or revised policies and in decisions concerning regulated parties. 45

Themes for Mitigation Action Plan (Science)

Training
» Training & workshops for managers & staff (eg. harassment, selection
processes)

* V&E and Code of Conduct/Conflict of Interest courses for all staff

Communications

* HR policies & processes; requirements for the reporting of conflict of
interest, harassment; National Strategies for laboratories available for staff

* Encourage dialogue and discussions between staff and management

» Improve understanding of scientific rigor/methodology in the Agency (lab
work can take time!)

Enhanced strategies, processes or tools
» Perform internal audits on Scientific methodology
« Establish service standards where needed

* Use Performance Management Program (PMP) to highlight areas to
address (eg. sharing information, etc.)

46
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Themes for Mitigation Action Plan (PPB)

Training

» Update orientation materials to include information on decision-making processes and the
meaning of regulatory independence in the CFIA context

+ Training on how to communicate difficult decisions/assessments

» Development of e-learning course on harassment prevention

Communication

»  Provide staff with clear direction on how to manage direct communications and/or requests
made directly to them by external stakeholders

+  Communications tool kit for managers on Agency Transformation
* Develop an informal forum for staff to communicate what they are working on

Enhanced strategies, processes or tools

* Revise and update the CFIA Risk Analysis Framework to include values and ethics and
how science-based decision-making is supported by other considerations

» Policy and guidelines on transparency and sharing of business-related files, decisions and
information

» Establish a Notice of Decision (or Information) process to widely communicate decisions

47

Messages from Ethical Risk Profile Exercises

+ Strong cooperation from all employees ©

« Ethical behaviour is most at risk when there is a “disconnect”
between managers and staff

» Overall risk levels were generally moderate

*  Weak, inadequate, or incomplete communication was a common
theme for discussion (need for managers to be transparent and
communicate regarding practices e.g. hiring and staffing of acting
positions)

» Single events long in the past stand out for many people, indicating
that these were exceptions and that other noteworthy events had not
occurred recently

* More training and “real world” (i.e. role playing) examples requested
» Branch employees looking for action after Profile complete

48
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Overall Message

)

Leadership

Ethical Risks are commitment to

identified and the»values and
mitigated. ethics of the

organization is
clearly evident
to all
employees.
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