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1. What Is A Computer
2. Components that make up the computer 

system
3. Internal and External storage devices.
4. Different types of computers
5. Types of Operating Systems (OSs), 

Software, Firmware, Middleware, 
Applications, and Programs

6. Network Architecture
7. Types of Network and Network Topologies
8. Introduction to FISMA 
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By definition, a computer is an electronic device 
that is made up of both hardware and software
structure, with ability to accept inputs in the 
form of digitalized data, process the input and 
generate an output. A computer also has the 
ability to store and retrieve processed 
digitalized data.
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There are several types of computers that are currently 
in use with varying abilities and purposes.  

 Examples are:

 Laptops

 Desktops or Workstations

 Tablets

 Smart Phones 

 Micro Computers

 Main Frames

 Super Computers or Servers
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 The External and Internal Hardware Units

 The computer is made up of both hardware and 
software components. The hardware component is 
divided into two sections which is the external 
tangible and visible system unit (the computer 
case) which houses the internal components made 
up of the internal hardware pieces and software 
applications including the firmware. The internal 
hardware includes the motherboard, internal disk 
drives, power supply, etc. The motherboard 
contains hardware including the CPU, memory 
slots, firmware, and peripheral slots. 
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 Internal and External Input/Output Devices

 A computer system is composed of several input and output 
devices that enable the system to receive commands from the 
user, run its programs, and perform its functions. Input 
devices like the keyboard, mouse, and scanner are the means 
by which command instructions are injected into the 
computer to enable it function as the user intends. Output 
devices like the monitor, printer and speakers, on the other 
hand enable the user to see what happens on the inside of 
the computer as well as get outputs in the form of processed 
information and data documents. Communication between 
input and output devices of the computer are made possible 
on what was called the Front-Side-Bus (FSB) of the computer. 
Thus, the FSB is the interface between input and output 
devices of the computer.
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Some of the input and output devices listed above do perform dual functions 
as both input and output devices. The picture table below provides examples 
of input-output devices and shows a segment sample of devices that perform 
dual functions in a computer system. 
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 Internal and External Storage Devices
 A computer system is also made up of internal and 

external storage devices that help it to store, process, 
and retrieve information. Internal storage devices are 
the storage devices embedded within the computer’s 
hardware and houses the operating system (OS) of 
the computer. They are sometimes called internal and 
external memory of the computer, even though the 
memory of the computer may appropriately refer to 
the Random Access Memory (RAM) and the Read Only 
Memory (ROM). By proper definition, the RAM of the 
computer stores data for short term access whereas 
the storage is where data can be stored for long term 
access. 
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 Internal Storage

 It is the internal storage that also house or 
accommodate any applications or programs that a 
user will install on the computer. All documents or 
data that are saved on the computer are also saved to 
the internal memory or storage. 

 External Storage

 External storage devices are those storage devices 
that are externally connected to the computer by a 
slot/port (e.g. Universal Serial Bus - USB port), a 
floppy or zip disk drive, or a CD-ROM drive.
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The table below highlights and differentiates between 
internal and external storage devices.
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 Samples of Central Processing Unit (CPU)
 Intel

 AMD
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 Operating systems (OS) are used to manage computer resources. They do so 
by performing basic tasks such as recognizing input from the keyboard , 
sending output to the display screen , keeping track of files and 
directories on the disk , and controlling peripheral devices such as  disk 
drives and printers.  It controls and allocates computer resources

 Windows

 Linux

 Unix

 Android
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 An application is a program designed to perform a 
specific function or task directly for the user or, in 
some cases, for another application program. 

 word processors

 Excel 

 database programs 

 Web browsers 

 development tools

 drawing, paint

 image editing programs 

 Applications use the services of the 
computer's operating system and other supporting 
applications. 19



 Legacy Architecture - Main frame
Terminal is used for input and output, processing is done by the main frame

 Client/Server Architecture
 Client is the information requester - Laptop/workstation
 Server is the information provider – email servers, DNS 

servers, File servers, application, printer, or Web servers, 
etc.

 Thick or Fat Client:- Is any computer  with capability to 
input, output, process, and store information.

 Thin Client:- Is a computer  that can only input and 
output information (i.e. limited capability)  

 Peer to Peer(P2P)-Ad hoc (no server) wired or 
wireless connection between 2 or more 
computers – Can only be up to 10 computers
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 Network – A collection of computers and other 
hardware components interconnected by 
communication channels that allow sharing of 
resources and information

 Bus:- Is a straight-line network of computers. 
Has continuity problem when one node is out.

 Star:- Failure when central stop working
 Ring:- Too long to reach out to device
 Partial Mesh and Full Mesh:- More expensive 

and a complex to implement, but the best 
topology infrastructure.
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 LAN - Local Area Network. This is used in 
our homes and offices

 WLAN - Wireless Local Area Network
 CAN - Campus Area Network. Used to 

connect building in the same area (e.g. 
university campus)

 MAN - Metropolitan Area Network Use to 
connect Cities

 WAN -Wide Area Network - Used to connect 
countries
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Wide area network Metropolitan area network

Campus area network
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 The Federal Information Security Management Act (FISMA) 
is United States legislation that defines a comprehensive 
framework to protect government information, operations 
and assets against natural or man-made threats. 

 FISMA was signed into law as part of the Electronic 
Government Act of 2002.

 The goal of FISMA is to protect the Confidentiality, Integrity
and Availability (CIA) of information and information 
system

 Office of Management Budget (OMB) is executive branch of 
the government responsible for the implementation of the 
FISMA Law. OMB ensures that all government agencies 
comply with FISMA. They also report their FISMA 
compliance status to OMB 

 Agencies are obligated to comply or have their fiscal 
budgets not approved.
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 National Institute of Standards and Technology 
( NIST ) has been tasked by OMB to come out with a 
framework to help government agencies to comply 
with the FISMA.

 FISMA Risk Management Framework (RMF) has 6 
phases (CSIAAM):
 Categorization of the information to be protected in levels 

of Low, Moderate or High based on the information type
that the system stores, processes, or transmits.

 Selection of Control
 Implementation of the selected security controls
 Assessment  of the security controls to ensure their 

effectiveness
 Authorization of the information system for processing.
 Monitoring the security controls on a continuous basis
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National Institute of Standards and 
Technology (NIST) has various publications 
to help government to comply with FISMA

◦ Federal Information Processing 
Standard (FIPS)

◦ NIST Special Publication (SP)

 500 series - General IT guidelines

 800 series – Aims at Computer 
Security
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